RPC

The RPCmoduleimplemens the RemoteProcedue Call protocol, running on top of UDP andthe ‘portmapper’
senice. It alsoprovidesthe sharedibrary for marstalling andunmashalling agumentsin XDR format.

Procesdnformation
Prototype Name pmap
Link Order does not matter
Proces Name “pmap’

Data Definitions
Theheade file rpc.h contansdatadefinitionsfor the following exported datadypesandstrudures

RPC_CALLBACK Thisdefineghetypeof thecallbackfunctionusedto link remotepro-
cedue call returrs to the corresporling apgdication layer processing
Thedefinition is
void (*)(int, ptr, ROME_MESSAGE *)
wheretheint andptr paranetersarespecifiedonthecalltorpc_setup_for_reply
and the ROME_MESSAGE is the incoming messag holding the
procedurereturn values.

RPC_FILE An RPCFILE representsa data pathto a remotesenice. Asso-
ciated with the file are the remoteprogram and version being ac-
cesed. Thetid andtid_pending fields contain transactionidentfiers
which identify individud requests. The strucure also containsthe
userandgroup information usedto authaiserequestson this datg in
the auth_code, machine, uid, gid, gids andgidc fields, anda list of
perding requestsrootedatr_root.

RPC_PRCCALL This datastrudure is usel to hold the datafor anincoming remote
procedurecall within the potmapperfunction.

RPC_REQ@EST An RPC_REQESTdatastrucurehold asinge instarceof aremote
procedurecall. It contans a pointerto thetransportlayerdataflav in
down, andthe messag contaning the marskhalled agumentsin out.
The cont, context and state fields contan the callback information
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usedto passthereturn valuesbackto the apdication. The structure
alsocontinsatimer token ttoken usedto control retrarsmissioms of
requestsfor which no respnsehasbeenrecaved.

ProcesOperation

Themoduke hasonly amainprocesswhich is usedfor the portmagperfunction. Currently the portmapperfunction
is notimplemenedfor incoming calls.

Shared Library Macrosand Routines

Use of the remote-pocedire-cdl library is a threestageproces. Firstly a dataflav must be initialisedto the
remot senice, usingrpc_open. This retums a hande to an RPCFILE strudure on which requestscanbe sert.
Individud requestsarecreaedusing rpc_start_call, the percall agumentsareadded using the xdr_add functions
andthe procedureis invoked by rpc_end call. The RPClibrary is unpended,andtherpc_setup for_reply routine
is usedto link a callback function to the outgdng requests. All RPCreplies are handed by a commonroutine,
rpc_reply_handler, which callsthe apprgriatecallbackfunction, at which point the resuts canbe retrieved using
thexdr_get functions Thedataflav is terminaedby therpc_close routine.

Thelibrary alsosupportsthe‘indirect’ serviae call through the portmapperfunction. In this model the remote
procedue call is embed@d in an oute call to a common‘portmappet function on the remoe machire. In this
way, theindividud port numberdor senicesdo not nead to be used.

rpc_add gid

void rpc_addgid(
RPC_FILE *rval,
uint gid)
Therpc_addgid routineaddsthegroupidentifier gid to thelist of groupsto be sentin theauthaisation
partof all subgquen RPCsonrval.

rpc_erd_call

void rpc_end call(
RPC_FILE *val,
RPC_REQUEST *ret,
uchar *sp)
Therpc_end call routine completesandtransmitsaremoteprocedurecall request. Therequestret is
senton the datapathval. The sp valuepoints to the endof the marsh#led aguments(for exampleas
retumedby thelastcall to anxdr_add routine).

rpc_close

void rpc_closeg(
RPC_FILE *val)
The rpc_close routine terminatesthe datapath asseiated with the RPC_FILE val andfrees the re-

sour@susa by the path. This routine shoud not be called whena remoteprocedurecall is still in
progresson the datgath.
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rpc_open

RPC_FILE *rpc_open(
ROME_URL *where,
uint prog,
uint version)

The rpc_open routine creates a new datgathto version of the prog servie on the remotemachine
where. If thewhere structuredoesnot spedfy the transportprotocol, UDPis seleced by defaut. The
URL mustconiain at leastthe remotelP addressandremoteport numbe for therequestedsenice.

rpc_portmapper_callit

uchar *rpc_portmapper_callit(
RPC_FILE *map,
uint service,
uint version,
uint proc,
RPC_REQUEST ** ret)

Therpc_portmapper_callit functioninitialisesaremoteprocedurecall to make anindirectcall through
the portmapper ‘callit operation. map shauld be a remoteprocelure call file previously openel to
the portmapperservie on the remotemachine The routine initialises a procedurecall to the proc
proceadure of versian version of remoteservice service. The ret valueis initialised to point to the
request strudure for this call. The routine retums a pointer which can be usedto add call-specfic
amgumentsto the request.

rpc_portmapper_getport

int rpc_portmapper_getport(

char *host,

uint prog,

uint version,

uint protocol,

uint *port)
Therpc_portmapper_getport routine usesthe portmapperfunction ontheremotemachnenamedhost
to find the senice port numbe for the remoteprocedurecall programprog, version version using the
protocol protocol. The protocol value shoud be oneof IP_PROTO_UDP or IP_PROTO_TCP. The
correspondng senice port ontheremotemachire is returnedin the port variade. Theroutine retums
0 if theport valueis set,andanon-zeroerrar codeothemwise.

rpc_portmapper_open

RPC_FILE *rpc_portmapper_open(
char *host)
The rpc_portmapper_open opens a datapath to the portmagper senice on the specifiedhost. The
routineretrnsahande to amRPC_FILE thatcanbeusedto gengateremoteprocedurecall requests
to the portmapperor NULL if the dataflav cannd be estadlished
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rpc_reply_handler

void rpc_reply_handler(
ROME_MESSAGE *mptr)
Therpc_reply_handler routine is a generc messag hander for all replies to remoteprocedurecalls.
Theroutine callsthecontinuation function assocatedwith thismessag (assetby rpc_setup for_reply)
thenreturrsthedatablock andfreestheresoucesassaiatedwith themessge. Thisroutineis suitable
for placing in alist of handers passe to therome_generic_handler routine.

rpc_setud

void rpc_setuid(

RPC_FILE *val,

uint uid,

uint gid,

char *machine)
The rpc_setuid routine setsthe paranetersfor UNIX-style authaisation on all subgquen requests
sentonthedatapathval. Theuid andgid values areausernumbe andgroup numberauthaising the
requestsandthe machine paramegr is a string idertifyin g thelocal machire.

rpc_setwyp_for_reply

ROME_MESSAGE *rpc_setup_for_reply(
RPC_REQUEST *rval,
RPC_CALLB ACK cproc,
int state,
ptr cx)

Therpc_setup_for_reply routine prepaesthe RPClayerto processtherespamseto anoutgdang request
representecby rval. Thereturnedvalueis a pointerto amessag which will contadn thereply (sothat
the applicationmay wait for that specfic messag). Whenthat messag is pasedbad into the RPC
layer throughthe rpc_reply _handler routine, the callback procedurecproc will be called with state
andcx asits integer andpointer argumentsrespedively.

rpc_setyp_sewice

RPC_FILE *rpc_setup service(
char *hostname,
uint prog,
uint version)
Therpc_setup-service routine retumsanRPCfile connestedto the correct version of the RPCsenice
numbeed prog on the machire hostrame The routines uses the port mappe to locate the port on
which theservice is running. If the service canrot be accesedtheroutine returrs NULL.

rpc_start_call

uchar *rpc_start_call(
RPC_FILE *rval,
uint procno,
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uint size,
RPC_REQUEST ** ret)

Therpc_start_call routine prepaesa newv remoteprocedurecall on the daia pathrval, which shoud
be setup to a senice on a remotemachire. procno is the remoteprocedue beinginvoked on that
service andsize is the maximumsize of the requestwill be generded. The routine places a pointer
to the REQUEST strudure for this call in the ret varialde, andretums a pointe to the stat of the
argumentarea into which datamay be placed using thexdr_add routines.

rpc_start_reply

uchar *rpc_start_reply(
RPC_FILE *val,
ROME_MESSAGE *mp)

Therpc_start_reply routine hardlesthe initial commonpart of resut processingfor all remotepro-
cedue call returrs. mp contdns a reply recaeved over the val datapath. The routine locates the
correspondng request basedon the transation identifier andchecls thereturneddatafor errorcodes
If thereply representsavalid returnfrom theremoteprocedurecall, theroutine returnsapointerto the
startof the marshaled aguments, which canbe extraded usingthe xdr_get routines. If thereis ary
errorin thereply, theroutine retums NULL.

xdr_add_binary

uchar *xdr_add binary(
uchar *where,
uchar *what,
uint len)

Thexdr_add binary routine addslen bytesof data starting at what into the agumentstructure of the
remoteprocedurecall, staring at where. Theretunedvalue is the pointer posiion after the endof the
amgument.

xdr_add_int

uchar *xdr_add int(
uchar *where,
uint what)

Thexdr_add_int routine addsthe 32-bit integerwhat into the algument strudure of theremoteproce-
durecall, startng at where. Thereturnedvalueis the pointer position after the endof the agument.

xdr_add_string

uchar *xdr_add_string(
uchar *where,
char *value)

Thexdr_add_string macroaddsthe NUL-terminagd string value to the agumentlist at the position
specfied by where. Themacrocallsxdr_add_binary for thelength of thestring, andreturrsthe pointer
to the next chamacterposition in the agumentlist.
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xdr_get_binary

uchar *xdr_get_binary(
uchar *where,
uchar *to,
uint *len)
Thexdr_get_binary routine extractsa sequ@&ceof binary octetsfrom the marshdled aguments start-
ing at where, into the array pointed to by to. len is setto the numbe of bytes in the array andthe
routinereturnsa pointerto the next valuein theagument list.

xdr_get_int

uchar *xdr_get_int(
uchar *where,
uint *what)
Thexdr_get_int routine extracts a 32-bitintegerfrom themarshédled amguments startirg atwhere, into
thevaluewhat. Theroutinereturnsa pointerto the next valuein theamgument list.

xdr_get_string

uchar *xdr_get_string(
uchar *where,
uchar *to)

Thexdr_get_string routine extrads charater string from the marstalled aguments stating at where,
into the valueto, which is terminsed by a NUL. Theroutine returns a pointer to the next valuein the
argumentlist.

xdr_skip_binary
uchar *xdr_skip_binary(
uchar *where)

Thexdr_skip_binary routine ignoresa sequenceof binary octetsin the marshaléd arguments starting
atwhere. Theroutine retumsa pointer to the next valuein theagumentlist.



