|P

The IP moduke implemens layer 3 of the Internet Protocad. It processesP healerson hehalfof trangort srvices
(e.g. TCPor UDP). It alsocorntainsthe Intemet Contrd Messag Protocol(ICMP) implemenation This imple-

mentdion of IP is intendedfor end-userapplications using stardardtransportlayers The routing portion of the
code would needto be consterally improvedif this werethethe basisof alayer-3router with multiple interfaces
in the core,or edge of alarge network.

Procesdnformation
Protolyype Name ip
Link Order does not matter
Proces Name “ip”
Protoype Name icmp
Link Order does not matter
Proces Name “icmp”

Configuration Commands

The IP processis contolled usingthreestrings passe to it asCOMMAND messags. It will not attemptto open
daiaflows to ary outpu devicesuntil it recavesthe apprgriate configuration commang. All configuation data
for the processis suppled from sourcesextemal to it, makingthe IP moduleportableacros all implementatirs.

config

configifnoil.i2.i3.i4 m1.m2.m3.mdevnameprotocol

Theconfg commandsetstheloca IP addiessandneimaskfor theinterfacenumbere ifno. The
netmasks usedto deteminetherouting range of theinterface.Theinterfaceis as®ciatal with the
lower layer device devnameandprotocol seleds IP padketswithin thatlayer. For the P moduleto
operde correctly over anethenet, the dovnsreamdevice mustbe capalbe of supplying the
IP-addessto MAC-addres mappirg informationto completethe ethenetheade. This usudly
meanghatinterfacesareoperedto the ‘earp’ processandnotdirectly to the ethanetdriveritself.

Example:“config 0 138.15.103.249 255.55.2550 earp0 2048”
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route
routeil.i2.i3.i4 m1.m2.m3.mg1.g2.g3g4ifno
The route commanddefinesa gatavay on an attaded interfacenetwork andthe routing options for
that subné. IP addesseswvith the samemasled subret prefix asthe IP addesswill be sentto the
(locd) machire specifiedby the gatavay addiesson theifno interface.
Example:“route 0.0.0.00.0.0.0138.15103.2%1 0”
remove

remove ifno

Theremore commandremovesall routes assotatedwith the ifno interfaceand closesthe IP pacler
receiwer file for thatinterface. The commands usually gereratedby anappication in respmseto an
eventindicatingthataremovalle interfaceis longerpresnt. Any application-level files currently open
to thatdevicewill notbe ableto serd datauntil a new interfaceor routeis definedto repaceit.

Example:“remove 0"

Data Definitions

Thefile ip.h conainsdefinitionsfor thelP_ HEADER, ICMP_HEADE R, TCP_HEADER andUDP_HEADER
protocol healers.It alsodefineghelP_STATS andUDP_STATS structuresusedto hold traffic anderror statidics.
Thefile alsocontans a numter of definiionsfor protocolsandoptionsfor thevarious IP senices.

ProcesOperation

The operation of the IP modulke canbe divided into the IP layer3 processingandthe ICMP protocol processing
parts.

IP Processing

The IP layer handes fragmenation, andinsetion of IP options andso it terminaesthe apgication dataflav and
copies the datato or from the buffers destired for the devices This alsohasthe usua side-dfect of copying the
datato or from anuncatedbuffer.

IP Addressing

In geneal, an IP paclet requires two destiration addresses. One s the final destiration of the padket, andis

placedin themain IP heacer. Theothe is the addessfor the ‘next-hop’. For machireson thelocal subret, these
addessesarethe same.For machireson a different subret, the next-hop IP addressis the addressof the gatavay

ontheappiopriate local sumet. WhenIP messgesarepaseddownsteam,thelP heade contans thefinal address
andtheb_immedfield of the first mblkin the chaincontainsthe next-hop addess. This is signdled by seting the

b_typefield of themblkto M_IPDATA.



P

IP options

ThelP code supportsIP option procesing,but does notitself take ary action in respamseto options. Whenoptions
areset,they aresenton the next available datapaclet, andthe options arecleara. Optionsmay be setin oneof
two ways:

1. asparanetersonthe URL passed to OPENIn theurlpath field.

2. asthedatapartof anM_PROTO mblk sentatthe headof a frame(or asaframeby themseles).
In both case the optionsarespecfied asa string in theform:
Toption[= value,]...?option[= value]

whereoption is atwo-characer hexadecimal numberandvalueis a string of bytein hexadecimal. The*?’, ‘=’
and’,’ charatersareliteral sepaatorsprovidedto make the syntax morehumanreadable. In the IP layer the hex
numkersareconcdenatel togeherinto a singe sequenceof bytesandroundedto a multiple of 4 byteswith no-op
codes. This meansthat options that have variade-length values must have the lengths correctly encadedin the
string. Options received on incoming paclets aredecockdinto the string form andpassedip to the correspomning
transportlayerassepaateM_PROTO message. They arealsoincludedin the datamessge which foll ows in the
original raw binary.

Other optional fields in the IP headtr, such as type-of-srvice and the do-not-fragment bit, are set by the
apgicationin thedummylP heade suppled for output buffer.

IP Fragmentation

ThelP codeassumeshatloca apgdicationsdo not gereratepaclets thatrequre fragmenation, since thisimposes
anextraoverheadonthedatdlow. However, it doesprocessincoming fragmentedoadets. Fragmens arecollected
andpasséd upto theapdication asasingle messagblock. If afragmeniedpaclet containsoptions,only theoptions
on thefirst paclket of the fragmentare pasgdto the application. The othe's arediscardedwhenthe fragmerts are
corncaterated.

Active and Passive Opens

Becawsethe IP layer doesnot examineary of the trangort-layerheades, it canrot de-mutiplex packetsfor dif-
ferent trangort-level applcations. Instead it pasesall paclets for a single IP protocol-type upwards on a singe
file, creatd by sendng anopen requestto the IP layer with no destiration IP addess.This is termeda pass$ve (or
listener)open. In orde to transmit paclets, the IP layer mustknow the destnation addressof the paclet. Thisis
determinedwhenthefile is opened. A file having adestirationIP addesssetin its openURL is anactive (serding)
file. Packetsarenever pasedupwardson active files, nor may paketsbe sen on passvefiles.

Errors

Most errors (for example incomplete fragments)are hardled silenty within the IP layer. The only case wherea
resmnseis explicitly geneatedover the network is whena padetis recevedfor a protocol for which thereis no
passivefile currently open ThelP layer geneatesanICMP ‘no protocol’ messag backto thesertder.
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Messages

CLOSE

COMMAND

FETMBLK

GETMBLK

FLUSH

NEWMBLK

OPEN

messagg are hardled by the main process. All outdandirg receve messagsare returred to the
sende andthelocal datastructureis freed before thereplyis gererated

messagearehandedin themainprocessaccading to the ‘Configuraion’ sectbn above.

messagearenot supprtedby the P process,becaiseit will alwaysdeliverfull IP padketsupwards
Thequele handkr callsrome fatal if anapplication sendst aFETMBLK reques.

messaggare addedto the receve queueof the file. Repliesto GETMB.K messaggindicatein-

comingdatafrom theinterface. The datablocks arevalidated andpassedipwards to the apprriate
application after option processingand defregmentaion. The apdication receivesthe block with
the pointerat the statt of the IP heade not, asmight be expectal, atthe stat of thetransportheackr,

sinceall current IP transprt layersrely onfieldsprovidedonly in the IP heade.

messaggarereplied to immediatey from within the queue hardler, asthe IP layer doesnot buffer
ary outgoingdata.

messageare processedwithin the queue hander. A buffer of a suiteble sizeis allocaed andspace
resenedandclearedatthestat for a standad IP heade before beingreturnedto the caller.

message are handed in the main process. The ipaddr field of the URL deteminesif this is an
active or pass$ve open(seeabore) andthe port field containsthe IP protocol idertifier. The contens
of the urlpath field are usedto setthe initial IP options. If possible the route for an active openis
deteminedandtheinterfaceis fixed. By the time a datdlow reactes|P, the desthation machire’s
IP addessshoul have beenresdved (for exampleusingthe DNS or NIS senices) ThelP process
doesnotlook atthe hostfield in the URL, only theipadd field.

OUTMBLK/PUTMBLK messagsareof zerolength areprocessedn thequele hardler, wherethe buffer is freed

RETMBLK

Otherwisethe messagsare passe to the main process. The messag musthave beensenton an
active file for which thereis a current routable interface,othemwise it is returred with anerrar. A
new messagis allocaed,ary IP optionsin anM_PROTO messag arehanded andthe data portion
is copiedto anew buffer allocatedby thedriverin thenew messge. ThelP heade in the new buffer
is complgedusing the datasupplied onthe OPEN andoptionssetin the protaype heade sugplied
in the messge. The gatavay field is setin the downstream messag andthe data are passe to the
driver for trangnission repliesto PUTMBLK messagegindicatetransmision of the buffer, andthe
messaggewhich wasallocatedin the IP layer, is freedin the queuehardler.

messaggareprocessedn the quele hander wherethe databuffer is freed

ICMP Processing

ThelCMP senice operdesasasepaateprooess but is co-locatedwith the IP moduleasit is amandatoy protoml
for IP. Theimplementatia is desgnedfor end-tserembeddd systens,andso offers only minimal functiondity.

GETMBLK

messagegaresetup to thelP processvhenlCMP statts. Repliesindicateincoming ICMP messages,
of whichall areignoredapartfrom ECHOrequests which gereratethe correpondng replies, sothe
machineis ‘ping’able.
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PUTMBLK messaggeareusedto requestiCMP protocol transmisions usudly to indicatenon-eistart services.

In particular, UDP will geneate unknown port messags so that ‘traceroue’ terminages corredly.
Themessagecontdn anincoming IP paclet in theb_cont field andthe ICMP typeandcodke fields
in b_immedandb_immedIespectively. Becaug the IP proces uses the ICMP processto genente
errors thelP heacbris copied from theincoming messag to tempaary storggeandthereply is sent
before any othe operdions, to prevent IP/ICMP processdeadbck. The processthenopensa new

ICMP-protoml file to thedestiration, formats andtransmit therequestedorotocol paclet andcloses
thefile.

Shared Library Macrosand Routines

icmp_report

ip_route

ip_stats

void icmp_repor{(
ROME_MESSAGE *mptr,

int type
int code)

The icmp_report routine requests an ICMP contol messagde sert to the soure of the IP paclket

passe in the mptr agument,with paclet type typeandsub-codecode. Thefirst partof the IP heacdkr
may bereturredto the sende in the ICMP messag, dependirg onthe messag type.

int ip_route(
uint dest
uint *route)

Theip_route routine setsthe route paraneterto the address of the loca interfaceon which a paclet
to deg would be sent TheroutineretunsO if the packet would be routed, non-zro otherwig. The
purposeof this routine is to allow trangort layers to detemine which local IP addresswill be setin
the IP headbr whenthe paclet is sent andso computethe correctpadet checksum.

IP_STATS *ip_statgvoid)
Theip_datsroutine retumsa pointer to the statigics strucure maintinedby the IP layer.



