NFS

The NFSmodue implemerts the client side of the Network File System,usingRPCandrunning on top of UDP.
The processrequiresno configuation However, it doesassumehe preseceof botha DNS anda NIS modulein
thesysem.

Caveat
In its currert implemenétion, the NFS codedoes not follow symbolic links autamatically, becauseof the various

possibilities of remote-maint points acrass systans. Also, althoughthe DEV_LIST message is supprted and
returnsalist of mountpoints, the device attributes of the mountpoints arenotreturredin thereply.

Process | nfor mation

Protoyype Name nfs
Link Order does not matter
Proces Name “nfs”

Process Oper ation

The modulehasonly a main process. It accets the Sandard messagsetfor dataflav communicéions andthe
Files messagsetffor filing sysemopeatiors.
Protocol Design

Thefoll owing table shavs how the NFSprotocol elementsaremappedo the correspoming sharel library routines
andROME messags.
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Notes

R A

| command | level | stdlib \ message |  ROMEroutine |
GETATTR | [2.3] Sat FSUB_ATTR_GET fdib_get_attr
SETATTR [2,3] | chown, chmod | FSLIB_ATTR_SET fdib_set_attr
ROOT 2] T
LOOKUP [2,3] fopen?
ACCESS [3] access —3
READLINK [2,3] readlink FSLIB_READLINK readlink
READ [2,3] read Sandard fread etc.
WRITECACHE | [2] —1
WRITE [2,3] write Sandard fwrite etc.
CREATE [2,3] open OPEN fopen?
REMOVE [2,3] unlink FSUB_DELETE delete
RENAME [2,3] rename FSLIB_RENAME rename
LINK [2,3] link FSUB_LINK link
SYMLINK | [23] | symlink FSUB_LINK link
MKDIR [2,3] mkdir FSLIB_MKDIR mkdir
RMDIR [2,3] rmdir FSLIB_RMDIR rmdir
READDIR | [2,3] FSLIB_READDIR readdir®
READDIRPLUS | [3] FSLIB_READDIR readdir’
STATFS [3] FSUB_DEV_ATTR | fdib_get_device attr®
FSSRAT 3] FSUB_DEV_ATTR | fdib_get_device attr®
FSINFO [3] FSUB_DEV_ATTR | fdib_get_device attr®
MKNOD [3] mknod —
PATHCONF [3] fstat64 FSLIB_READDIR readdir®
COMMIT [3] sync —38

. TheROOT operdion is obsdeteandhasbeen replacdby the MOUNT protowl, whichis invoked asneecdd

during OPEN processim.

. The NFS sener is (almog) statlesswith no explicit OPEN or CLOSE operdions. The LOOKUP and

CREATE operdions are perfomedduring OPEN procesing, accading to the reador write options on the
OPEN messag.

Thereis no direct support for the access routine, the information can be derived from the direcory-level
operdions.

The WRITECACHE operaion is obsdete.
Thegeneic readdir opeationis a supesetof the level-2 andlevel-3 functionality.
Thegeneic device interrogatian interfacecombines thesethree routines.

The current ROME implementéion does not support the creaton of specid device nodes on the remote
machine

TheNFSlevel-3 caching operations arenot supported
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Authorisation

Although someoperations (for examplereadng the export list from a sener) canbe perfomedwithout arny au-
thenticaion, moreNFS RPGs requre authorisation. In the current implemenation of the NFSclient, the intention
is thattheapgicationsall run underthe sameUNIX userd andgroup thesevalues mustbe setglobally befare ary
of the NFSopeiatiors areinvoked Thisis doneby calling the nfs_authorize routine.

URL Processing

Handing file namesds particularly compicatedin NFSbecaiseof thelack of stake andthevarious possibilitiesfor
mourting andaccesing remotefiling sysems. The URL pas&don the OPEN messge containsa full pathto a
file, for example:

nfsJ//anlicus.neelab.com/exporthome/If/max
or
nfs://~ljfimax

which mustbe corvertedinto anNFShande for subgquen operatons.Thefirst stageis to resdve userramesinto
file-systemmourt points. Firstly the passwd.byname mapis usedto retrieve the use’s homedirecory. Thenthe
auto_home mapresdvesthe autanountpoint to a hostandfiling sysem. After theseoperdions, all filenamesare
in thefirst formatgivenabove, with anexplicit hostrameandpath

Thenext stage is to find the appiopriate mountpoint on the remotefilesystem. If thisis thefirst time afile has
bea accessedfrom this hog, the MOUNTPROG senice is usedto readthelist of exportedfiling systanson that
machie,andthereturredlist is cactedfor future refererce. Oncethelist is known, it is scanmedto find amatchng
directory prefix with the sugplied path

If thedirectory hasnot previously beenaccessedthe MNT procedureof the mountprotocol is usedto retrieve
the hande for the mountpoint. This leavesa path andtermind filenamerelative to a known file handk on the
remoke system.For example:

nfs://anlicus.neclab.com/exportthome/lf/max = File-Hardle + /ljf/ + max

The pathis resoledinto a sequenceof File Handlesusingthe LOOKUP procedureof the main NFS protoml, and
checking thateachreturredhande is to adirectory. Finally, thelastcompaentis resdvedrelative to its contaning
directory. If thisfile doesnot exist, andthe OPEN wasfor writing, a new file is madewith the CREATE procedure
ontheremotesysem,othawiseanerroris returred.

The expectedresultof this processim is to geneatea File-Hande for the destnationfile andhave a datapsh
open to theremoteNFS sener for subgquen operdions.

M essages

CLOSE message cau®d ary buffered outpu to be written to the remotedevice, and the datastrudures
asso@tedwith thefile arefreed

FETMBLK/GETMBLK messagecau® intemally-buffereddatato betranserredto theappication’s buffer or the
READ procedureto be invoked remotey to transfer datato theloca machire. GETMBLK replies
contan theretumsfrom remoteprocedurecalls andarehandedwithin the RPClayer, asdescibed
in the RPCmoduledocumentaton.

FLUSH messaggforce ary buffered outpu to bewritten to the remotefile.

FSLIB_ATTR_GET messgesreturnthefiling systen attributesfor the URL pasedin the name paraneterof the
message
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FSLIB_ATTR_SET messags setthe attributesfor the URL pasedin the name parameter Currenty only the
mode, uid andgid paraméersareupdated.

FSLIB_DELETE messagsfirst locae the file handke using the samemethodasfor OPEN andthenissuethe
REMOVE procedureonthat hande.

FSLIB_DEV_ATTR messagesreturn the device attributes for thefile systemspecifiedin the devspec parameter
Thevalues returredarefor the mountpoint on which thefile resides.

FSLIB_DEV_LIST messagsreturn alist of themountpoints for thehognamespecfiedin thedevspec paraneter
FSLIB_LINK messagscreat eithe hardor symbdc linksin thefiling system.

FSLIB_MKDIR messagsfirst locate the parent directory file handk using the samemethal asfor OPEN and
thenissuwe the MKDIR procedureon the final comporent.

FSLIB_READDIR messagsusethe READDIR procelureto retrieve directory entiesfrom the remotedireciory.
The ‘cookie’ valueis saved betweencallsto allow multiple calls to retrieve a list of entries in se-
querce.

FSLIB_RENAME messageusethe RENAME procedue to move thefile. Renamingafile acrassdifferent direc-
toriesonthe samedevice is suppated.

FSLIB_RMDIR messagsfirstlocatetheparen directoryfile hande usingthe samemethodasfor OPEN andthen
issuethe RMDIR procedureon thefinal comporent.

FSLIB_SEEK messagssetthefile position which will beusedto reador write dataon subsguern calls.
FSLIB_TELL messagsreturn the current file positon.

FSLIB_TRUNCATE messagssetthe sizeof thefile to the current file postion by updaing the file sizeattribute
diredly.

OPEN messagearehandedasdescrbedin the‘URL’ sectio above.
OUTMBLK/PUTMBLK messagsinvoke the WRITE procedureto trander datato the remotefile.
NEWMBLK messageretum buffers for applicatiors to use

RETMBLK messaggjustfreetheasso@tedbuffers.

TIMEOUT messaggare usedto trigger re-transmissims at the RPC layer for requestsoriginating from this
process.

Shared Library Macrosand Routines

nfs authorize

void nfs_authorize(
char *host,
uint uid,
uint gid)
The nfs_authorize routine setsthe UNIX authaisation for subgquen NFScalls. It is assumd that
only oneuseid is active for all processesvithin the sysem.



